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The Northern, Yorkshire & Humberside

NHS Directors of Informatics Forum

Information Governance Sub-Group

Yorkshire & Humber Area Strategic Information Governance Network (SIGN) 
Lecture Room, Goole & District Hospital, Woodland Avenue, Goole, DN14 6RX
Minutes of the Meeting held on Friday 8th February 2019, 13:00 – 16:00hrs
Present:

	Name
	Initials
	Organisation

	Sue Meakin
	SMe
	NLaG

	Derek Stowe
	DS
	Rotherham

	Peter Wilson
	PW
	STH

	Caroline Million
	CM
	Embed

	Kay Hill
	KH
	HDFT

	Jo Higgins
	JH
	HDFT

	Roy Underwood 
	RU
	DBTH

	Barry Jackson
	BJ
	Embed

	John Johnson
	JJ
	NHS England

	Dianne Llewellyn
	DL
	MY

	Steve Massen
	SM
	RDaSH

	Lucy-Ann Boatman
	LB
	HFT

	Iain Twedily
	IT
	(THIS) Calderdale

	Joanne Robertshaw
	JR
	RDASH

	Nerissa Leyland
	NL
	Leeds Community Trust

	Liza Broughton
	LB
	STH


Apologies:
	Jenny Pope
	JP
	Airedale

	Caroline Britten
	CB
	RDASH

	Linda Da Costa
	LDC
	NLaG


	
	
	ACTION

	1.
	 Apologies
Chair did not note apologies due to numbers confirming the main reason was reason was due to toolkit deadline and auditors.  Chair to provide list to be added to the minutes.

	

	2.
	  Minutes of the last meeting held on 11 January 2019 – Paper A
Chair noted that the Agenda sent out to members has since been updated.
Amendments:  DS noted that pg5 (Item 9) should read the ‘general consensus from the group following discussion was that it was okay’.
With the above amendment, the minutes of the last meeting were agreed as a true record.
Post meeting note: amended by Sue Meakin
	

	

	3.
	Action Points – Paper B
Actions were closed or updated as required on the action log, confirming all pre-existing actions are now completed.  New actions logged.

	

	

	4.
	Data Protection Regulations
None.
	

	

	5.
	Regional/National Event Updates

· Yorkshire & Humber IG Group Meeting – Wakefield.  Several members noted their attendance, stating that it was interesting but was mainly about CCTV. The Surveillance Camera Commissioner was in attendance and presented the code of pracrice.
· SIGN Chairs Meeting (01/02/2019) - Chair confirmed her attendance and noted the key points:
· Toolkit Update - John Hodgson gave an update on the 2019/2020 toolkit stating that they are going to readdress approximately 80% of the wording within the assertions; to review the incident reporting process as it was noted that the ICO have stated that of the incidents reported to them, 82% were appropriate and the remainder were either borderline.
· Toolkit Audits – it was noted that some auditors were holding organisations accountable by referring to the “bigger picture” guides rather than a ‘question of balance’ when undertaken audits.  
Group Discussion: took place around auditors and their discussions around how the toolkit is being used and what the toolkit is asking for and what the auditors expect to be evidenced: one organisation was told by their auditors that they were not using the tool properly; another was told they were not NIS (National Information System) compliant by not using the tool.  

The group felt that NHSD should be asking for feedback from SIGN groups user before applying any changes to the Toolkit for 2019/2020, LB asked the Chair if IG Training threshold was raised/discussed – she said no but would chase it up. The group asked if anyone had heard when we would get the new toolkit – assumed April 2019. It was noted that there is still the mechanism within the Toolkit to feedback comments directly to NHSD.
It was decided at this point to move agenda item [8] up the agenda and continue the discussions.

· RU noted that his auditors queried external certificates for Caldicott Guardian and SIRO.  He made them aware of GDPR Article 39(b) where it states the DPO has the task of ‘monitoring compliance  …. in relation to … awareness training and training of staff ….’ and agreed to accept this as evidence for the assertion.
· SMa asked the group if they were aware of IG Training and certification from “e-induction for doctors” as to whether it is legit or not?   It was questioned whether it was Health Education England, but again it was thought that it would carry their logo.   NL checked Health Education England website at that time https://www.medicaleducationleeds.com/wp-content/uploads/2016/07/HEE-clinical-eInduction-1.pdf and confirmed that there is e-Induction for Doctors 2016 via and it states on it to the trainee that “you will still need to complete the local trust induction for the trust you are rotating into and the Information Governance course”.
· CQC visits – informed that’s the CQC can request access to the toolkit prior and during their visits/evidence may be called for. Question raised by the group was who would assist the CQC as DSPT/cyber experts. SMe responded that CQC would be supported by a member of NHSD.  
· EU Exit/Brexit – concerns raised regarding preparation of guidance relating to outgoing flows as the 29th March is getting closer.  
Group Discussion - Chair asked group that in preparation organisations should be identifying flows of data which are going to the EU and those flows which flow back in to the UK and those which are linked to critical care.  Group discussion identified examples such as research (adequacy statements); drug trials (results only no PID); Apps; cloud based solutions (Ireland); overseas visitors (but correspond via embassy’s so not an issue.
	Chair

	

	6.
	IG Education/Personal Development

NL asked if anyone was aware of any ‘entry’ ‘operational’ level qualifications for IG.  Suggestions:

· ActNowLtd Data Protection A-Z; https://www.actnow.org.uk/ 

· PDP Practitioner Certificate or Data Protection Essential Knowledge Level 1 and 2 https://www.pdptraining.com/index.php?option=com_content&view=category&id=6&Itemid=21&course_type_id=31
· Freevacy do BSC Foundation and Practitioner Certification http://www.freevacy.com/ 
	

	

	7.
	EU Exit/Brexit

See Minute [5] above.  Chair confirmed everyone is still waiting for guidance.
	

	

	8.
	Data Security and Protection Toolkit

Discussed at [5] above.
· AB asked who is responsible for creating and completing contracts, following the NHS Standard Contract   - IG or Procurement ?  Group discussion took place and it was felt that the responsibility sat with procurement teams as it was a contractual obligation, part of due diligence for contractual bids, built into secure contracts, part of DPIA, etc; IG/DPO’s should be consulted when contracts are being created.
· JR asked whether there was any outcome from the Pseudonymisation Workshop that the Chair was creating? [Nov 2018 Mins[7]]  Chair confirmed that papers are due to be circulated to the group.

· LB asked the group if anyone has achieved the 95% for Mandatory IG Training.  General consensus was No, but CM confirmed that CCGs will probably achieve as they have a lower number of staff and that NHS England are developing a ‘refresher’ course for their staff although it will be tailored to NHS England staff.  Group discussion took place noting that some organisations % will drop, but that you can use the best score at any point in time during the toolkit period which you can apply as your evidence.  LB noted that in the South Yorkshire area the MAST Group have a training framework (national project across NHS) for staff that move from one NHS trust to another – to ensure compliance consistency.
	

	 

	9.
	Confidentiality, Data Protection and Freedom of Information

Data Protection

· DPIAs - DS made the group aware of a proposed system within RFT where texts would be sent to the patient’s Next of Kin making them aware if the patient is moved location (ie ward to ward within the hospital) - the text stating “xxx has moved to (location) at (time)” using the last 3 letters only of the patient’s surname as a reference, and asked for the groups comments/concerns.  On balance the group felt it was a good idea and noted issues to consider included:
Is NoK aware they will receive; check contact numbers are current; mindful of awareness of new location, re sensitivity; check NoK is current.  Group also suggested ensuring the patient is aware of the process at the time contact details are taken, and putting message on Trust website of the new process. But over all felt it was a really good idea.
· Information/Data Sharing Agreements (ISA/DSA) – PW made the group aware of an integrated sharing agreement from South Yorkshire & Bassetlaw Integrated Care System and asked the group to provide comments, the agreement was using LHCRE (Local Health & Care Record Exemplar) as its model.  PW circulated a copy of the document and asked for the group to feedback comments.  
General Discussion: Are ISA/DSAs actually required when the access and share are for direct care and best practice.  Do organisations need to put in place confidentiality agreements/System Access Agreements. 
It was suggested that an invite go out to Johnny Chagger and Lee Rickles (Yorkshire & Humber Care Record Programme) for them to attend one of our meetings to get background and understanding and offer our advice/guidance.  Chair agreed to send invite.
Post Meeting Note:    Chair sent email to both persons, Lee Rickles responded that he/they accept invitation and will feed back with availability.
-
SARs - JR asked those who dealt with SARs, how, if the requestor did not know, did they identify which services were applicable to the request?  Did they access the clinical databases themselves and if so what was their legal basis for the access?  One organisation passes to their clinical systems team to identify. One organisation has access to their administration system which has limited access to the clinical records for search purposes only.  Several responded saying “what about clinical receptionists - how would they be able to identify anyone if they did not have access?” It was general consensus that legal basis was under GDPR Article 6(1)(e) “processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller”.
-   PW asked the group how many SARs they received in Jan 2019 and whether they have noticed an increase or not? The response was mixed.
Freedom of Information:
· SMe made the group aware that they had recently received an FOI asking for details of and numbers of data breaches, and that they responded asking the requestor to define the term ‘breaches’, ie do they mean incidents, and asked if anyone else had received same/similar?  
AB confirmed they had sought clarity.  Suggestions: as the ICO have to publish those reported, send the requestor the ICO weblink; is internal weakness a reason for refusal; refer them to your published annual report.
· LB made the group aware that they were using a new “webform” for anyone wanting to make a request, and that the online provider had removed any reference to their current email address and sends any requests to a separate email address, and asked the group for them comments/concerns on this new process.  It was noted that although using the form gave the requestor some structure, the requestor has the right to apply in any form of written communication and  it cannot be enforced.
Confidentiality
· CM was made aware of a meeting that took place whereby an uninvited member of the public was able to gain access and sit through the meeting and was not challenged by any of the other attendees.  When questioned, the staff attending the meeting said that although they did not recognise the person, they did not like to ask..!!
· LB asked the group for their advice on the use of ‘signing in’ books for patients, when attending clinics, etc, as two patients complained as they recognised some names in the book and did not want these people to know that they were there.  When asked why patients had to sign in, LB was told that it was for fire safety.  Suggestions: do not need to sign in, hospitals/GP practices you tell receptionist or use on screen check in;  if they have to sign in, ie no reception, use identifiers that only clinic will know; ensure person they are seeing is responsible for them in case of fire. Or purchase a DP compliant Visitor book.
· Dl ask the group if they were aware of any new Police DP7 forms, as those received still have DPA1998 on them.  NL noted that the West Yorkshire Police were using new GDPR forms.  JR noted that South Yorkshire and Humberside Police forces were using new forms.  Chair agreed to circulate new form to the group.
· National Opt Out Campaign - PW asked the group if they were aware of someone offering a free service to help and advise with getting set up ready for 2020.  The response was mixed but no-one as taken up the offer.  A short discussion took place around where everyone was with the campaign, some had the posters/leaflets displayed – some hadn’t;   Most were waiting for guidance on how to go forward.
	Chair

Chair 

	

	10.
	Data and IT /Information Security

· SMa asked the group if they knew of a list of secure email domains within the N3 network.  He has recently been informed by a local authority that their emails were being upgraded and their “gcsx” emails have been removed and their “.gov.uk” emails are now secure.  He is unsure as he has always used the government’s list of secure domains (aka “white” list), which he is now unable to find on their website and is therefore not sure if it exists any more.  Is the “.gov.uk” email secure via nhs mail?  DS noted the email he received from the local authority about their emails which stated that as they will receive no support on their “gcsx” emails from March 2019, they are migrating to “.gov.uk” and will become secure by 24/02/2019 and compliant with NHS Mail. No-one was convinced that it was secure at present. One suggestion was to continue to use the NHS Mail encryption of putting “[secure]” on the subject heading, but DS confirmed that currently this is being rejected by the Local Authority email system, therefore only secure method is to password protect any documents or send them manually.  Several members noted that they are still waiting for NHS Mail or Accenture (helpdesk) to answer their questions, including SMa/DS in relation to this matter.
	

	

	11.
	Any Other Business
None.
	

	
	
	

	12.
	Date and Time of Next Meeting

Friday 8th March 2019, 13:00 – 16:00, Lecture Room, Goole and District Hospital, Woodland Avenue, Goole, DN14 6RX.
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